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Greetings,

Point of Sale Malware such as
BlackPOS and Dexter have been in
the news of late with all of the recent
retailer breaches.

FS-ISAC, along with the US Secret
Service, the National Cybersecurity
and Communications Integration
Center (NCCIC) and iSIGHT Partners
?ublished a paper, POS Malware

echnical Analysis: Indicators for
Network Defenders. This was
published as FS-ISAC GREEN and
included retailer risk mitigation
recommendations developed by
FS-ISAC members. The paper was
distributed to members and partners.
A copy was Fosred on the FS-ISAC
secure portal.

FS-ISAC is also engagin%in outreach
to the retail community through the
National Retail Federation (NRF)
and is exploring ways that we can
engage.

In addition, several members are
working on a prolject to determine
common points o Eurchase (CPP)
notification where FS-ISAC members
can share early detection of possible
compromises at retailers. Ultimately,
timely notification should result in a
reduction in merchant losses.

There will also most likely be
Congressional hearings on the
retailer data breaches. While
FS-ISAC is not leading these efforts,
we are working with the Financial
Services Sector Coordinating Council
(FSSCC) and the ABA and BITS to
coordinate the message and provide
advice and assistance as needed.
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FS-ISAC Calendar

February 5, 2014
Sonatype Webinar

February 12, 2014
RSA Webinar

May 4-7 2014
2014 FS-ISAC Annual Summit

Advanced Threat Technical Exchange in NYC

The FS-ISAC held an Advanced Threat Technical
Exchange in New York City, hosted at Citigroup last
week. The workshop was attended by almost 100
members who enjoyed topics such as Targeted Threat
Groups and Lessons Learned From Intrusion Analysis,
Cyber Espionage Versus Cyber Attack, An Update on
Kill Chain, How Financial Institutions are Implementing
Kill Chain and An Overview of Deep Panda and other
actors. Many of these presentations will be shared at FS-ISAC AMBER on the secure
portal under Regional Member Meetings/NYC ATTE-Jan 2014.

Great Free Networking Opportunities In The New Year

The FS-ISAC will be hosting several upcoming workshops for members. On February
20th, FS-ISAC, MasterCard and Washington University will be hosting a workshop on
Fusion, including topics on the fusion of information sharing, and data. On March 20th,
FS-ISAC and UBS will be hosting a workshop on the Legal Implications of Cybersecurity
including discussions on the cybersecurity framework, global information sharing and
legalities around automated sharing. On April 3rd, FS-ISAC and the World Bank will be
hosting Working Across Borders, a workshop that will look at collaborating with law
enforcement and other institutions across borders, global supply chain, third party risk
and more. All of the workshops are FREE and are a great way to discuss current issues
with your peers. To sign up go to the FS-ISAC website and click on the event under
Upcoming Events on the home page.

FS-ISAC Track At DRJ Spring World In Orlando

Disaster Recovery Journal (DRJ) has again partnered with FS ISAC for Spring World
2014. There will be an FS-ISAC track with business resilience topics and presentations
tailored to financial institutions. FS-ISAC members Debra Zoppy and Marc Sokol will be
presenting a session on “How to Effectively take Action on Lessons Learned’. Bethany
Netzel will discuss “Case Studies on Managing Public Relations Embarrassments” and
Denise Anderson and Marlene Roberts will talk about “How the Public/Private
Partnership Can Enhance Resilience”. Join them in Orlando on March 30- April 2,
2014. To see the full agenda go to www.drj.com/springworld. Also take advantage of a
10% discount offered to FS-ISAC members. Simply enter the coupon code "FS-ISAC"
to receive this discount.

Mark Your Calendars For Upcoming Free Webinars

The FS-ISAC and Sonatype are hosting a complimentary webinar Wednesday
February 5, 2014 at 1:00pm ET on Best Practices for Managing Risk from Open
Source Libraries and Components. FS-ISAC member Jim Routh will be presenting
along with Joshua Corman, CTO of Sonatype. In addition, RSA will be hosting a
webinar on Make Your Incident Response Program A Key Pillar of Your Security
Defenses on February 12, 2014. As usual, all who register for a particular webinar will
receive a link to the webinar recording. To register go to www.fsisac.com and click on
the webinar listed in the Upcoming Events section on the home page. For any
questions contact the webinar team at webinars@fsisac.com.



