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FS-ISAC Announces World’s First Threat
Information Sharing Group for Central Banks,
Regulators and Supervisors
Inaugural global community will bring together financial regulators, central
banks and supervisors to combat cyber and physical crime, enhancing
financial sector resiliency.

Submit Your Proposal for the 2018 FS-ISAC
Fall Summit

The CERES Forum will
provide a trusted means
for peer central banks,
regulators and supervisors
to:

FS-ISAC Cyber-Range Ransomware
Exercises

•

Share best practices concerning regulatory and compliance controls

•

Hear from industry which controls are most effective

•

Distribute rapidly information on cyber threats, vulnerabilities, incidents and
other threat intelligence that could impact financial services, including those
attacks that target central banks, regulators and supervisors

ISAC Analysis Team Updates
FS-ISAC 2018 CAPS Exercises

Upcoming Events and Webinars
* FS-ISAC members-only

FS-ISAC Solutions Showcase: Protecting the
Organization and Validating Controls*
13 June
FS-ISAC Expert Webinar Series: Risk: They
Can’t Manage What They Don’t Know About*
19 June
FS-ISAC Member Meetings*
28 June | Kuala Lumpur, Malaysia
13 June | Stockholm
14 June | London
26 June | Toronto
17 September | Dubai
13 November | Frankfurt
FS-ISAC Chapter Meetings*
3 July | Dublin
6 November | Edinburgh
Threat Intelligence: Protect Your Company’s
Critical Data and Assets
17-21 September | Reston, VA
18-22 February 2019 | Reston, VA
Counterintelligence: Counterintelligence in a
Digital World
15-18 October | Reston, VA
13-17 May 2019 | Reston, VA
2018 FS-ISAC AP Summit
18-19 July | Singapore
2018 FS-ISAC EMEA Summit
1-3 October | Amsterdam
2018 FS-ISAC Fall Summit
11-14 November | Chicago

The CERES Forum is the first such global platform, bringing together these
agencies to guard against ever-growing cyber and physical threats.
By sharing timely and actionable information, central banks, regulators and
supervisors can be more effective in defending against attacks that could impact
the global financial services sector and the world’s economies. Looking back,
having such a forum would have helped in responding to the 2017 WannaCry
attack, significant data breaches, account takeover attacks leveraging global
payments systems and destructive malware attacks. Moving forward, the CERES
Forum will help these entities be more effective in defending against attacks that
could impact the global financial services sector and the world’s economies. Read
the full release.

FS-ISAC GDPR Compliance Statement
FS-ISAC welcomes the General Data Protection Regulation (GDPR). Data
protection is important to FS-ISAC and its members and we are taking the
GDPR requirements very seriously. To ensure that our privacy standards provide
appropriate protection, FS-ISAC has created this GDPR Compliance Statement to
help explain our approach to implementing our new GDPR compliance program.

What is GDPR and Why is it Relevant?
GDPR is a new European Union (EU) regulation that imposes more stringent
requirements on companies that collect, store or process personal data of EU
residents. Any company that holds personal data of EU residents is accountable
under GDPR, regardless of the company’s physical location. The definition of
“personal data” is broad and effectively covers any information that may identify an
individual. GDPR is effective as of 25 May 2018 and FS-ISAC has been preparing
to have its GDPR compliance program in place by that date.
continued, page 2
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ISAC Analysis Team Update
IC3 Issues Internet Crime Report for 2017
On 7 May 2018 the FBI released the Internet Crime Complaint
Center (IC3) 2017 Internet Crime Report. Hot topics for
2017 include the following: Business Email Compromise,
Ransomware, Tech Support Fraud, Elder Justice Initiative
and Extortion. The report provides 2017 Overall Statistics and
provides list of 2017 victims by age group, top foreign countries,
top 10 (US) states by number of victims, top 10 (US) states
by victim loss, overall states statistics, as well as a breakdown
2017 crime types. View full report for more information.

Android Security Bulletin—June 2018
Google released their monthly security update on June 1st, 2018.
A total of 57 vulnerabilities were patched, 11 rated as “critical”
and 46 were rated as “high”. Products included in the updates
includes the Android operating system and kernel as well as
components of LG, MediaTek, NVIDIA, and Qualcomm.
Google said the most severe of the vulnerabilities are remote
code execution bugs (CVE-2018-9341, CVE-2018-5146 and
CVE-2017-13230) in the Android media framework “that could
enable a remote attacker using a specially crafted file to execute
arbitrary code within the context of a privileged process.”

Submit Your Proposal for the 2018
FS-ISAC Fall Summit
The FS-ISAC 2018 Fall Summit (11-14 November, Chicago)
is the industry’s go-to event for relevant content that is
actionable and topical. Join this distinguished line-up of
subject matter experts teaching and sharing on cybersecurity
topics that keep security professionals up at night.
If you have content driven session we encourage you to
increase your visibility, share your knowledge and showcase
your expertise - submit your proposal today!

FS-ISAC Cyber-Range
Ransomware Exercises

25 July | Amsterdam
29 August | St. Louis

17 September | Chicago
10 October | San Francisco

fsisac.com/exercises

Registration is Open for AP and
EMEA Summits
FS-ISAC Summits are focused around peer-to-peer networking
and building relationships or circles of trust with financial services
organizations. Registration is open for the FS-ISAC AP Summit
(18-19 July, Singapore) and the FS-ISAC EMEA Summit (1-3
October, Amsterdam). Learn more about FS-ISAC Summits.

Products and Services Discounts
Did you know that as a member of FS-ISAC you can take
advantage of special offers and discounts on product and
services from our Affiliates and Strategic Partners? Visit
the member discount page to see current offers. Make
sure to bookmark and check back often as offers are
updated and added frequently!

GDPR, continued
Our Commitment: What are We Doing to Adhere
to GDPR?
FS-ISAC has hired both US and EU legal counsel to work
closely with us on creating an effective GDPR compliance
program. GDPR requirements include, but are not limited to,
implementing policies relating to data processing, information
security, transition, third-party processors, data protection and
breach notification.

To support GDPR compliance, we:
•
•
•

Are amending our Operating Rules and privacy policy.
Are enhancing FS-ISAC employee training to include
additional data privacy and security training that is GDPR
focused.
Will keep members informed of changes to our processes
from time to time.

Contact FS-ISAC on GDPR Related Questions
To ask questions or comment about this GDPR Compliance
Statement or our privacy or security practices, please contact
us at GDPRinfo@fsisac.com.
Please note this is our current statement as of 25 May 2018 and
we reserve the right to update this statement as needed.

FS-ISAC 2018 CAPS Exercises
The 2018 FS-ISAC CyberAttack Against Payment
Systems (CAPS) exercises
are gearing up. These
regional, two-day, tabletop
simulation exercises for
payment
professionals
present a robust, real-world cyber-attack scenario to
challenge incident response teams and test incident response
preparedness. See below for the 2018 North America, Europe,
Middle East and Africa (EMEA) and Asia-Pacific (AP) exercise
dates.
•
•
•

AP Sessions | 11-12 September or 18-19 September
EMEA Sessions | 11-12 September or 18-19 September
North America Sessions | 9-10 October or 16-17 October

Learn more and view the FAQs.

Follow us on Twitter @FSISAC or join the discussion on LinkedIn.
© 2018 FS-ISAC, Inc. | All rights reserved. | fsisac.com | TLP WHITE

